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1. SCOPE OF THIS POLICY 

Al-Ashraf Primary School is committed to protecting and respecting the confidentiality of sensitive 
information relating to staff, pupils, parents and governors. 

This policy and GDPR apply to all personal data handled by the school, both that held in paper files and data 
held electronically, so long as the processing of the data is carried out for school purposes.  

‘Processing’ data is widely defined and includes every plausible form of action that could be taken in 
relation to the data such as obtaining, recording, keeping, or using it in any way; sharing or disclosing it; 
erasing and destroying it. 

2. DEFINITIONS 

2.1 Personal data  

Data which relates to a living individual who can be identified from that data or from that data and other 
information which is in the possession of, or is likely to come into the possession of, the data controller. Al-
Ashraf Primary School is the data controller. 

2.2 Confidential Data 

Data given in confidence or data agreed to be kept confidential, in other words a secret between 
two parties, and that is not in the public domain. 

Some confidential data will also be personal data and therefore come within the terms of this 
policy. Staff working in certain functions and in senior management roles will handle confidential 
data regularly. 

3.  LEGAL FRAMEWORK 

The School needs to collect and keep certain types of information about the people with whom we deal 
with. This includes information related to staff, children, parents and other individuals. Personal data is 
processed to comply with statutory obligations. 

4. PRINCIPLES OF GDPR 

Staff members at Al-Ashraf Primary School using personal data must comply with the 6 Data Protection 
Principles contained in the General Data Protection Regulation as they define how personal data can be 
legally processed. The principles of GDPR are: 

1. Personal information shall be processed lawfully, fairly and in a transparent manner 

2. Personal information shall be collected for specified, explicit and legitimate purposes 

3. Personal information shall be adequate, relevant, and limited to what is necessary 

4. Personal information shall be accurate and, where necessary, kept up-to-date 

5. Personal information shall be retained only for as long as necessary 

6. Personal information shall be processed in an appropriate manner to maintain security 
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5. CONSENT  

At Al-Ashraf Primary School, we take our privacy responsibilities seriously and as such we will only use 
personal information to manage our responsibilities. All personal information will only be collected, stored 
and used in accordance with this objective.  

From time to time, we will need to get in touch with you, either via email, letter or telephone, in order to 
provide you with updates about the school and regarding any developments. We may need to inform you 
of any matters relating to your child’s health/wellbeing and progress.  

We will manage this data in a professional, ethical and secure way to maintain the integrity of our records. 
Only authorised staff can access your secured personal information. Information will only be shared with 
third parties where it is required by law. From time to time, it may be necessary to share information 
regarding your child in order to offer the best support available from a range of agencies.  

We will always seek consent from parents to allow us to use any personal and confidential information. 

6. KEEPING PERSONAL DATA SECURE 

The following procedures must be adhered to at all times by all members of staff: 

� Children’s records and staff files must be kept in a locked cupboard or cabinet. Access to electronic 
data will only be accessible to relevant staff members. 

� Staff must only have access to child data that is required to be used for the safety of the child, for 
example emergency contact numbers, care plan information etc. 

� No personal records must be removed from site unless authorised by SLT 

� Record sharing can only take place with either the parent’s consent or on the authority of the 
Safeguarding Team. 

� Personal information will only be stored for as long as is necessary.  

� Any documentation which contains personal or confidential data that needs to be destroyed must 
be shredded.  

� Be mindful of the fact that individuals (parents or other members of staff) have the right to see 
their ‘personal data’. They should not therefore record comments or other data about individuals 
which they would not be comfortable in the individual seeing, either in emails or elsewhere.  

� Immediately report the matter to SLT if they find any lost or discarded data which they believe 
contains personal data.  

� Immediately report the matter to SLT if they become aware that personal data has been 
accidentally lost or stolen or inadvertently disclosed.  

� Staff must ensure that any personal data they provide to the School is accurate and notify the 
school promptly of any changes to their personal data. 
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7. RIGHTS TO ACCESS INFORMATION – SUBJECT ACCESS REQUEST (SAR) 

Parents and staff members have the right to access any personal data which the school holds. Any person 
who wishes to exercise this right will need to contact the school in writing. The school will provide this 
information within 30 days.  

Please note Al-Ashraf Primary School reserves the right to refuse or charge for requests that are manifestly 
unfounded or excessive. 

8. IMPLICATIONS OF BREACHING THIS POLICY 

It is a condition of employment that all staff members will abide by the school policies. Any breach of this 
policy will be considered to be a disciplinary offence and may lead to disciplinary action.  

8.1 Data breach procedures  

Any event which is likely to jeopardise the security of the school’s data should be reported immediately 
using this procedure: 

Step 1 – If a breach is suspected, the first step is to inform the Head Teacher or Deputy Head. 

Step 2 – The Head Teacher or Deputy Head will report IT related breaches to IT support immediately. 

Step 3 – The Head Teacher or Deputy Head must then contact the Chair of Governors to report the breach.  

Step 4 – The Head Teacher or Deputy Head will notify the ICO and those concerned directly if a data breach 
is likely to result in a risk to the rights and freedoms of individuals- if for example, it could result in 
discrimination, damage to reputation, financial loss, loss of confidentiality or any other significant economic 
or social disadvantage. A breach of this nature will be reported to the ICO without undue delay and no 
longer than 72 hours after the breach is first reported. 

Step 5 – The Head Teacher or Deputy Head will write a report which includes the following information: 

� Details of the breach;  
� Identify the data affected 
� Identify the likely impact of the breach;  
� Assess the on-going risk;  
� Identify the causes of the breach;  
� Identify containment and recovery options;  
� Identify who to notify;  
� Agree upon a resolution or workaround; and  
� Agree corrective actions to be taken to prevent reoccurrence, with target dates for their 

completion.  

Step 6 – The Head Teacher or Deputy Head will arrange the implementation of the agreed actions.  

Step 7– After a mutually agreed period of time after the event (maximum of 14 days), the Head Teacher, 
Deputy Head and Chair of Governors will meet and review the progress of implementing the agreed 
corrective actions.  

Step 8 – The incident will be discussed during the next Governors meeting. Any lessons learned will then be 
discussed with the aim of reducing the risk of it happening again.  
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9. COMPLAINTS 

If you have a concern about the way Al-Ashraf Primary School is collecting or using your personal data, you 
can raise a concern with the Information Commissioner’s Office (ICO). The ICO can be contacted on 0303 
123 1113, Monday-Friday 9am-5pm.  

10. RETRENTION SCHEDULE 

1. Child Protection 
The retention and use of records relating to child protection matters concerning pupils, and child 
protection allegations against staff requires specific guidance in this schedule 

Basic file 
description 

Data 
Protection 
Issues 

Retention 
Period  

Action at the end of the administrative life of the record 

Child 
protection 
files 

Yes Until child 
leaves AAPS 
then transfer 
to the new 
education 
provide 

DO NOT 
DESTROY 
ANY 
RECORDS 

Child Protection information must be copied and 
sent under separate cover to new school/college 
whilst the child is still under 18 (i.e. the 
information does not need to be sent to a 
university, for example). Where a child is 
removed from roll to be educated at home – or 
is registered as missing in education - the file 
should be copied to the Local Education 
Authority. 

Allegation of a 
child 
protection 
nature against 
a member of 
staff, 
including 
where the 
allegation is 
unfounded 

Yes Until the 
person’s 
normal 
retirement 
age, or 10 
years from 
the date of 
the 
allegation if 
that’s longer 

SHRED ICO Employment Practices Code: Supplementary 
Guidance 2.13.1 (Discipline, grievance and 
dismissal) 
 
 “Records of allegations about workers who have 
been investigated and found to be without 
substance should not normally be retained once 
an investigation has been completed. There are 
some exceptions to this where for its own 
protection the employer has to keep a limited 
record that an allegation was received and 
investigated, for example, where the allegation 
relates to abuse and the worker is employed to 
work with children or other vulnerable 
individuals”.  
 
Summary record to be retained on confidential 
personnel file, and a copy given to the person 
concerned 
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2. Governors & School Committee Meetings 
 
Basic file 
description 

Data 
Protection 
Issues 

Retention 
Period  

Action at the end of the administrative life of the record 

Governor 
documentation 
- agendas, 
action plans 
and policy 
documents 

No  Date of 
Meeting +3 
years 

Shred Store in Governors’ folder – in HT office 

Governor 
reports 

No Date of 
Meeting +3 
years 

Shred Store in Governors’ folder – in HT office 

Governors 
minutes 

Yes Yes – 
confidential 
minutes 

Archive Stored in Office Governor’s folder. 
Confidential minutes locked into HT office. 

Governor 
Application 
forms 

Yes Retain during a 
governor’s 
term of office 

Shred Store in Governors’ folder – in HT office 

 

3. Staff Records 
 

Basic file 
description 

Data 
Protection 
Issues 

Retention 
Period  

Action at the end of the administrative life of the 
record 

Staff 
personnel files 

Yes 7 years from 
when staff 
member leaves  

Shred Within 6 months of staff member leaving all 
documentation should be printed and in 
staff personnel file. Everything else deleted 
from individual files / folders / server. 

Staff historic 
allegation files 

Yes  10 years from 
allegation or 
normal 
retirement age 
(whichever is 
longer) 

Shred  Within 6 months of staff member leaving all 
documentation should be printed and in 
staff personnel file. Everything else deleted 
from individual files / folders / server. 

Staff appraisal 
files 

Yes  5 years shred By October, following academic year - all 
documentation should be printed and in 
staff personnel file. Everything else deleted 
from individual files / folders / server. 

Appointment 
documents, 
unsuccessful 
candidates 

Yes  6 months Shred  Ensure all emails / files stored electronically 
are deleted after interview / selection date. 

Trainee 
Teacher 
records 

Yes  3 years Shred  All copies to be deleted at end of placement 
and submission of final report; except final 
report to be kept by mentor / HT for 3 years 
(may be required for references) and then 
deleted 
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4. Pupil Information 

Basic file 
description 

Data 
Protection 
Issues 

Retention 
Period  

Action at the end of the administrative life of the 
record 

Books, folders, 
test papers 

Yes Current 
academic year 

Send 
home  

All items to be sent home at the end of the 
academic year 

Pupil folders/ 
admissions 
information 

Yes  Pupil folders 
sent with the 
child to the next 
school 

Send to 
next 
school 

Admissions data to be retained for 25 
years. Shred/ delete thereafter 

Behaviour log  Yes  2 yrs  Shred   

Emergency 
pupil contacts, 
register & 
medical list 

Yes  12 months  Shred/ 
delete  

 

TAF, SEN 
Plans, intimate 
care plans 

Yes  6 yrs Shred/ 
delete 
from 
servers 

Retain for 6 years after plan created.  

 

5. Curriculum  

Basic file 
description 

Data 
Protection 
Issues 

Retention 
Period  

Action at the end of the administrative life of the 
record 

Insight data 
records 

Yes 7 yrs Deleted 
by 
insight 

Ensure Insight GDPR compliant 

Primary 
Assessment 
Gateway 

Yes  1 year Deleted 
by PAG 

Ensure PAG data compliant 

ClassDojo Yes  1 year after 
pupil leaves 
school 

Deleted 
by 
teacher 

Ensure ClassDojo GDPR compliant 

SPAG.com/ 
maths.co.uk/ 
MyLearning 
Book 

Yes  1 year after 
pupil leaves 

Deleted 
by 
teacher 

Ensure GDPR compliance 
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6. SLT/ Office Records 

Basic file 
description 

Data 
Protection 
Issues 

Retention 
Period  

Action at the end of the administrative life of the 
record 

Accident/ 
incident 
reports 

Yes 7 years after 
incident for 
adults; 25 years 
after birth for 
children 

Shred   

First aid 
records 

Yes  Date of 
incidents plus 
12 year adults, 
25 years from 
DOB for child. 
More serious 
incidents longer 

Shred   

Behaviour/ 
antibullying 
logs 

Yes  Retained whilst 
pupil at AAPS 

  

Emergency 
contacts folder 
- pupils 

Yes  Updated 
annually 

Shred  Delete when child leaves school 

Medicine 
administration 
records 

Yes  25 yrs from 
DOB of child 

Shred   

Visitor signing 
in and out 
information 

Yes  7 yrs Shred/ 
delete 

 

Staff signing in 
and out 
information 

Yes  7 years Shred/ 
delete 

 

Permission 
forms 

Yes  1 year  Shred/ 
delete 

Permission may be given via ParentMail 
forms  

SCR Yes  Permanent – 
continual 
update 

Updated 
as current  

 

Staff absence 
leave requests  

Yes 3 years Shred   

Email access Yes  Access revoked 
immediately 
after departure.  

Delete  Email account deleted within 1 year 

School website Yes  Annual update 
of documents  

  

DBS copies Yes  6 months Delete/ 
shred 

 

Payroll 
information 

Yes  7 years Delete/ 
shred 
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7. Health and Safety 

Basic file 
description 

Data 
Protection 
Issues 

Retention 
Period  

Action at the end of the administrative life of the 
record 

Cctv footage Yes Deleted after 
30 days 

Delete   

H&S/ 
maintenance/ 
fire safety/ risk 
assessments 
folder 

Yes  7 years Delete/ 
shred 

 

Work 
experience 
information  

Yes  For the 
duration of the 
work 
experience  

Shred   
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11. VERSION HISTORY 
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