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lg-Question

Can we ever be truly private in a world with
the internet?

Yes or No?

* Privacy

* Digital Footprint
* Social Media

* Big Data
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Why do we share things
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s sharing always positive?
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What hens to all of the information

“ _*you share online?
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Someone else
could take a

screenshot

It might stay with the
person you intended to
see it and them alone

Some may get
shared again by
someone else

Some of it is stored
and analysed by

This then can be
certain apps and — used to form ‘Big

websites Data’



What is Big Data?

“Extremely large data sets that may be
analysed computationally to reveal patterns,
trends, and associations, especially relating to

human behaviour and interactions.”
(Oxford Dictionary)

‘Big data’ can give you a tailored
experience online- this might be showing
you adverts or relevant to the things you
like for example, a brand of shoes or
clothing.

It might also be linked with your location so
certain activities might appear in your
timeline related to the area you live in.







Facebook holds data on every video
you’ve ever watched, every page
you’ve liked, every message
exchanged and the groups you
belong to.
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Facebook will hold information about how you
use their service. This includes:

v Pages you've liked or reacted to
v" Your messages you’ve exchanged

v" The groups you belong to, the dates you
joined and you posts and comments in the
groups

AN

Advertisers you’ve interacted with

AN

Search history of all the words phrases and
names you’ve searched for

v Your location history



Google stores your location of
everywhere you go.

If you have Google services on
your phone and location
enabled then it will be storing
your location.

Click on this link to see your
own data:

google.com/maps/timeline?pb



https://www.google.com/maps/timeline?pb

Snapchat holds data about every
snap you have received and sent.

Snapchat holds information about the following:
What you search for

who you interact with
Chat history

friends list

friend requests sent
deleted friends

numbers of stories viewed
content interests
subscriptions

locations
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Once your WhatsApp messages are
delivered they are deleted from
WhatsApp's servers.

“Once your messages
(including your chats,
photos, videos, voice
messages, files, and share
location information) are
delivered, they are deleted
from our servers.”



,‘.ff‘?"ﬂf[ ,  When you sign up to have a Spotify

( . account, Spotify automatically have
\ the right to access your photos,
{4

location, contacts and voice data.

Spotify states:

“We will not access any of .
the personal information FALSE
listed above without first

obtaining your consent.”



Instagram collects information on

o how many times you’ve been on the
O ;
app, the time of day you went on

and how long you were on for.

Instagram states

“We collect information about how you use
our Products, such as the types of content
you view or engage with; the features you
use; the actions you take; the people or
accounts you interact with; and the time,
frequency and duration of your activities. For
example, we log when you're using and have
last used our Products, and what posts,
videos and other content you view on our
Products. We also collect information about
how you use features like our camera.”



How.does it make you feel?

Annoyed?
Confused? Happy? Y
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~” — ~ Angry?
Worried?
Stressed? Secure?

Not bothered? Apathetic?
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“,,sn t really matter to

me rlght NOW.. \

® Be Informed - Explore what information is being
stored about you

® Ask - Make sure you ask for permission and gain
consent before you share things about other
people

® Think before you share - Think about what you
are sharing and who can see it now and in the
future
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“This does matter to me..”
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Here are soe Top Tips for controllin vour information

* Think before you share - Think about what you are sharing and who can see it
now and in the future

Explore your settings:

 Who are you sharing your information with? - check which third party apps
have access to your data and have a clean up of your followers

 Withdraw permissions - Remove permission from any third party apps who do
not need access to your account data

 Download your data - have a look at what is being stored about you but
remember to keep this safe!

* Advertising preferences - modify your preferences within your settings so
they reflect what you want them to

* Delete - delete any content you no longer want and remove old accounts and
apps



Digital code of conduct

What is expected from the you when navigating the online world. Look at
different forms of

Consider: What is OK to share online and what is not OK to share online?
What’s OK to share online without consent and what’s not OK to share
online without consent?

Let’s discuss and create create a digital code of conduct to help everyone
decide which posts are OK to share online and which ones are not and
share this with the whole school community.



“This does matter to



Safer

Internet .
Day2019 Slf-!SbSrue?rzll
Together for a better internet
www.saferinternetday.org.uk

2 « UK Safer
(1) iotemer
Centre

Our internet, our choice

Understanding consent in a digital world



