Year 7s & 8s have covered the following
topics during term 1

Internet dangers:

. Virus

. Spyware

. Spam email

. Antivirus software

. Anti-spyware software
. Firewalls

Social networking:

. SMART rules

. Personal information

. Privacy settings

. ldentifying & reducing risks

Cyberbullying:

. Bully/victim

. Upstander

. Bystander

. Reporting & reaching out for support



Grooming:

. Online predators

. Online friendships

. Manipulation/blackmaill

. Sexual exploitation

. Report abuse (Childline, NSPCC, ACT,
Glos Constabulary, CEOP, ThinkUKnow,
Get Safe Online)

Radicalisation

. Terrorism/extremism

. Vulnerable persons

. Prevent strategy

. Fundamental British Values

. Report abuse (Childline, NSPCC, ACT,
Glos Constabulary, CEOP, ThinkUKnow,
Get Safe Online)

Copyright & plagiarism

. Copyright law

. Copyright infringement

. Creator's rights

. Consumer responsibilities




. Legal & ethical considerations



Year 7s only (Term 1)

Cybercrimes:
. Phishing
. Spoofing
. ldentity theft
. Data theft

Social networking:
. How to create a strong password

Year 8s have also covered a few
additional topics

Online gaming:

. Gaming addiction

. Online trolling

. Usernames/passwords

. Privacy settings

. Mods & downloads

. In-game purchases

. Voice chat (lobbies & in-game)



Sexting:
. Abuse

. Stalking
. Blackmaill

Gang recruitment:
. Peer pressure
. Criminal activity

Radicalisation:
. The dark web
Curriculum Enrichment:

Year 7s - Computer Security Day (30th
Nov 2022)

All years - Safer Internet Day assembly
(7th Feb 2023)

Online safety refresher:



Year 7s (Term 3):

* How to create strong passwords

» Searching the internet (using effective
key phrases and search terms)

* Personal data - When is it safe/unsafe to
share?

* Digital footprint - online reputation

* Fake news and misinformation - how to
spot signs

* Online self harm

» Sexting - appropriate responses

* Inappropriate content - What does it refer
to? Why is it inappropriate?

» Managing/Balancing screen time

* Online identity theft

Year 8s (Term 4):

» Searching the internet (using effective
key phrases and search terms

* Digital footprint - online reputation

* Fake news and misinformation - how to
spot signs

* Inappropriate content - What does it refer



to? Why is it inappropriate?

* Online self harm

» Managing/Balancing screen time
* Online identity theft



